GUARDIAN HOME HEALTH CARE, LLC

April 29, 2026

RE: Substitute Notice — For Patients with Out-of-Date Contact Information
Doctor Alliance Security Incident: 10/31/2025 — 11/17/2025

Dear Patient:

On January 13, 2026, Guardian Home Health Care, LLC (Guardian), was notified in writing
(electronically) by Doctor Alliance that it had a “data security incident” that affected various
patient health records. Doctor Alliance is a Health Insurance Portability and Accountability Act
(HIPAA) Business Associate to Guardian. The Doctor Alliance web portal is used by Guardian
because various physicians and allowed practitioners require its use to process their plans of care
and related medical documentation electronically.

Your name was listed as an “affected” patient by Doctor Alliance. The Doctor Alliance
investigation determined that the unauthorized party was able to successfully pull twelve
different types of data and documents that contained patient names and other information (date
of birth, address, and health care treatment records) related to your patient care. Doctor Alliance
informed Guardian that on November 13, 2025, it was alerted to a “potential incident” that
involved some of the documents available through the Doctor Alliance portal. Doctor Alliance
stated that its investigation determined that an unauthorized party accessed some of the files
using its web portal intermittently between “October 31, 2025 and November 17, 2025.” The
Doctor Alliance investigation did not determine how the unauthorized party initially obtained the
credentials used to log in to its web portal.

Doctor Alliance informed Guardian that it was not a “ransomware attack’ and “the incident was
the result of an unauthorized party gaining access to limited patient data through the
misuse of the Doctor Alliance web portal.” Currently there is no evidence of identity theft or
fraud in relation to this event.

For your information, Medicare stopped using Social Security numbers on its identification cards
starting in April 2018, as mandated by the Medicare Access and CHIP Reauthorization Act of
2015. The new Medicare cards have a unique Medicare Beneficiary Identifier (MBI) to combat
identity theft, and Medicare completed its transition by April 2019.

Of importance, your Social Security number was not contained in the accessed documents.
Doctor Alliance has informed Guardian that “no patients were identified with documents
containing Social Security Numbers among the materials involved in the incident.” Also, no
driver’s license, state-issued identification card number, “financial account number,” credit card
number, or debit card number, that would permit access to one of your financial accounts was
included in the documents that were contained in the Doctor Alliance web portal. A financial
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account is typically defined as a record of financial transactions or assets, allowing for deposits,
withdrawals, purchases, or growth.

Specifically, Doctor Alliance informed that the following types of patient information was
accessed during the security incident (10/31/2025 — 11/17/2025):

Patient identifiers (“name, DOB, address”)

Plans of care

Medical provider face-to face encounters with patient
Medical orders

Diagnoses (ICD-10 codes) and clinical summary
Medications and allergies

Functional limitations and goals

Visit frequencies and disciplines ordered

Physician name, NPI, signature, and certification dates

Doctor Alliance stated that it immediately took steps to secure its systems, launched an
investigation with the assistance of third-party forensic experts, and notified the FBI. Doctor
Alliance also stated it would not be notifying patients, the media, the Department of Health and
Human Services (HHS), Office for Civil Rights (OCR), or any other State or Federal regulatory
bodies.

Doctor Alliance has informed Guardian that to help prevent a similar incident in the future, it has
implemented enhanced safeguards and security measures to further protect its web portal.
Specifically, Doctor Alliance has informed Guardian that it took the following steps to
strengthen its security following the incident, including, but not limited to:

Adding additional authorization checks for document requests

Hardening the permission enforcement logic

Conducting a code review to check for additional areas of improvement

Adding additional authentication requirements and monitoring to prevent and detect any
anomalous activity

e Strengthening the firewall controls, request inspection implementation, and application-
level logging

Guardian is providing you with information about the security incident so you can take whatever
action you deem appropriate. Possible action you can take includes, but is not limited to, the
following:

e Monitoring your credit reports for suspicious activity
e Placing an initial or extended “fraud alert” on your credit file
¢ Reviewing all your financial account statements
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e Enrolling in identity monitoring services which provide credit monitoring, fraud
consultation, and identity theft restoration

Under U.S. law, a consumer is entitled to one free credit report annually from each of the three
major credit reporting bureaus: (1) Equifax, (2) Experian, and (3) TransUnion. To order a free
credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228.

Consumers have the right to place an initial or extended “fraud alert” on a credit file at no cost.
An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a
fraud alert display on a consumer’s credit file, a business is required to take steps to verify the
consumer’s identity before extending new credit. If consumers are the victim of identity theft,
they are entitled to an extended fraud alert, which is a fraud alert lasting seven years. Should
consumers wish to place a fraud alert, please contact any of the three major credit reporting
bureaus listed below.

As an alternative to a fraud alert, consumers have the right to place a “credit freeze” on a credit
report, which will prohibit a credit bureau from releasing information in the credit report without
the consumer’s express authorization. The credit freeze is designed to prevent credit, loans, and
services from being approved in a consumer’s name without consent. However, consumers
should be aware that using a credit freeze to take control over who gets access to the personal
and financial information in their credit report may delay, interfere with, or prohibit the timely
approval of any subsequent request or application they make regarding a new loan, credit,
mortgage, or any other account involving the extension of credit. Pursuant to federal law,
consumers cannot be charged to place or lift a credit freeze on their credit report.

If you wish to place a credit freeze or fraud alert, please contact the three major credit reporting
bureaus listed below:

Equifax Experian TransUnion
https://www.equifax.com/personal | https://www.experian.com | https://www.transunion.co
[credit-report-services/ /help/ m/data-breach-help
1-888-298-0045 1-888-397-3742 1-833-799-5355
Equifax Fraud Alert, P.O. Box Experian Fraud Alert, P.O. | TransUnion, P.O. Box
105069 Atlanta, GA 30348-5069 | Box 9554, Allen, TX 2000, Chester, PA 19016

75013

Equifax Credit Freeze, P.O. Box Experian Credit Freeze, TransUnion, P.O. Box 160,
105788 Atlanta, GA 30348-5788 | P.O. Box 9554, Allen, TX | Woodlyn, PA 19094
75013
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In addition, you may further educate yourself regarding identity theft, fraud alerts, credit freezes,
and the steps you can take to protect your personal information by contacting the Federal Trade
Commission. The Federal Trade Commission may be reached at: 600 Pennsylvania Avenue NW,
Washington, D.C. 20580; www.identitytheft.gov; 1-877-1D-THEFT (1-877-438-4338); and
TTY: 1-866-653-4261. The Federal Trade Commission also encourages those who discover that
their information has been misused to file a complaint with them.

As stated earlier, Doctor Alliance’s web portal is used by Guardian because various physicians
and allowed practitioners require its use to process their plans of care and related medical
documentation electronically. Guardian regrets that this security incident occurred at Doctor
Alliance, and it apologizes for any inconvenience. If you have additional questions, you may
email Guardian at DAllianceQuestionsGU@guardianhhc.com.

Sincerely,

/sl
Management Team
Guardian Home Health Care, LLC
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